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Expand your network across 
clouds while increasing your 
security level?






Attackers: Prolific and Sophisticated

70%
Lateral

Movement

59%
Internal

Attacks

~24 
days

Dwell 

Time

25%
Investigation
after ransomware



East-West Is The New Battleground
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Visibility & Transparency
End–to–end within app stack

guard

database application web server



Between application stacks

Application X

Application Y

Visibility & Transparency guard



What about modern architectures
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Segmentation of traffic
Micro segmentation

guard



Application X

Application Y

Macro segmentation
Segmentation of traffic guard



Micro = Zero trust segmentation
Segmentation of traffic guard



Micro = Zero trust segmentation
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New segmentation tools guard

VMware NSX® Data Center
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Automation & central policies guard



Automation & central policies guard



Visibility across Clouds



Zero-Trust Multi-cloud Networking

VMware NSX CloudTM



Summarized View Across Clouds 
mymulticloud

Single–pane–of–glass


Global Inventory view


Status for every VM


Government clouds!

VMware NSX CloudTM



Detailed View of Public Cloud Workloads

mymulticloud

Granular status for VNets/VPCs 
• Rich search • Pick & choose workloads



Security/μ-Segmentation Across Clouds



Single Security Policy


L4 & μ-segmentation


NSX or Native Enforced

IT Defines 
security 
policies
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L7 Security for Public Cloud


AppID & URL filtering


URL endpoing security


More L7 features ahead
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Compute VPC Native Cloud Endpoints
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Thank you 
and stay safe


